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Beginning May 15, 2017, access to the Commissioned Corps Management Information System (CCMIS) Officer
Secure Area (OSA) will require an active HSPD-12 Access Card such as a Personal Identification Verification
(PIV) card or a Common Access Card (CAC). The CCMIS Officer Secure Area (OSA) is integrating with the
Department of Health and Human Services (HHS) Access Management System (AMS).

The access point to the Officer Secure Area will remain on the CCMIS website. However, after May 15, 2017,
selecting Continue to Officer Secure Area will redirect you to the HHS AMS login portal. It is important to verify
you can log into the AMS. This guide is designed to help you confirm access.

The following information is contained in this guide:
» AMS Login with an HSPD-12 Access Card (PIV or CAC)
» AMS Login without HSPD-12 Access Card
> Frequently Asked Questions (FAQs)
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HHS staff members with an active Personal Identification Verification (PIV) card and active duty officers with a
Common Access Card (CAC) can access the AMS quickly and securely. Using a PIV or CAC card with a card
reader is the preferred login method. Instructions are located in the AMS Self-Help Web Portal Job-Aids: How
To Log Into AMS with An HSPD-12 Access Card .
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If your attempt to log into the AMS does not return an error message, you are registered. You will not see a
link to the eOPF in the AMS until after May 15th. If you receive an error message during log in, email the
Commissioned Corps Help Desk at cchelpdesk@hhs.gov with “AMS” in the subject line.

CAC card users must register with AMS prior to use. Instructions for CAC card users are located in the AMS
Self-Help Web Portal Job-Aids: Logging into AMS with an Externally-Issued HSPD-12 Access Card . Also, CAC
card users must know their CAC Personal Identification Number (PIN). CAC card PINs can only be reset at an ID
card office. You can find your closest ID card office on the RAPIDS website. If you do not have access to an ID

card office, contact your supervisor AND Commissioned Corps Agency Liaison.

If you do not have a card reader or you are unsure if card reading software is installed on your computer,
please contact your Operating Division’s (OpDiv's) Information Technology (IT) help desk. Also email the
Commissioned Corps Help Desk at cchelpdesk@hhs.gov with “AMS” in the subject line. If you do not have
access to an IT help desk, IT Security office, or if your IT department cannot help you before May 1st, contact

your supervisor AND Commissioned Corps Agency Liaison.

AMS Login without HSPD-12 Access Card
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You must first log in with a PIV or CAC card to establish your network or AMS credentials and register a
personal or government-issued mobile phone number. After registration, should you ever forget your PIV or
CAC card, you will be able to log in with your network or AMS credentials and a One-Time Password sent to
your mobile device.

Steps to Establish One-Time Password Access to the AMS:

» Loginto AMS with a PIV or CAC card
> Establish either Network Credentials or AMS Credentials ( See below: Network Credentials and AMS

Credentials)
> Register your personal or government-issued mobile device for One-Time Password use (See below:

Requesting a One Time Password)
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Network Credentials: If you work for ACF, ACL, AHRQ, CDC/ATSDR, CMS, HRSA, IHS, NIH, OIG, OS, PSC,
SAMHSA you can configure AMS to accept network authentication. Network authentication uses the same
user name and password you use to access your computer. Instructions for using network credentials are
found in the How to Login to AMS with Network Credentials job-aid.

AMS Credentials: If you do not have network credentials (assigned to one of the agencies listed above) you
can establish an AMS username and password. Instructions for setting up a user name and password are
found in the How to Set Up and Log into AMS Using AMS Credentials job-aid.

Requesting a One-Time Password (OTP): After logging in with either your network or AMS credentials you
might encounter an AMS-9001 error (image below). By selecting the “One-Time Password,” you will receive a
code to your preregistered mobile device to access the system. To register a mobile device, follow the steps
listed in the How to Register Your Mobile Device for One-Time Password (OTP) job-aid.

AMS-9001: Authentication Error

Access to the requested application or page failed due to one of the following reasons:

¢ You do not have access to this application or page
¢ Access to this application or page requires authentication using your HSPD-12 access card or your One-Time Password. If you believe you
should have access to the application or page, you can do one of the following:
= Insert your HSPD-12 access card and then click here or
= Use your One-Time Password by clicking here. If you have not registered your mobile device for using One-Time Password you can
do so by logging inte AMS via a desktop and going to My AMS Profile - Mobile Registration to register your device.

AMS Login Frequently Asked Questions

Q: What if | do not have a PIV or a CAC card?
A: Contact your supervisor AND Commissioned Corps Agency Liaison.

Q: | forgot my CAC card PIN. How do | reset it?

A: CAC card PINs can only be reset at an ID card office. You can find your closest ID card office on the RAPIDS
website. Contact your supervisor AND Commissioned Corps Agency Liaison if you do not have access to an
ID card office.

: Is there another login method that | can use to access the CCMIS Officer Secure Area other than the AMS?
: No. After April 22, 2017, the AMS will be the only method for accessing the CCMIS Officer Secure Area.

>0

: What action should | take now?

: If you are an HHS employee with AMS access, no further action is needed. However, if you have not used
the AMS, you should verify if you have access. Go to the AMS website ( https://ams.hhs.gov ) and choose
the HSPD-12 Access Card login option. If AMS detects an externally issued PIV card or a CAC card being
used for the first time in AMS, you must follow the one-time registration instructions. How To Log Into AMS
with An HSPD-12 Access Card

>0

: | forgot my PIV or CAC card. How can I log into the AMS to access the CCMIS Officer Secure Area?

: If you are an HHS staff member or Commissioned Corps officer and you already registered your mobile
device in the AMS, you may login with either your network credentials or your AMS credentials. You will
then need to request a One-Time Password be sent to your mobile device. If you did not register your
mobile device you will not be able to access the Officer Secure Area. Reference the How to Register Your
Mobile Device for One-Time Password (OTP) job-aid.

>0
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Q: | used my network credentials to log into the AMS. Do | also need the AMS Credentials and to set up the
AMS username and password?

A: No. If you used your network credentials to log into the AMS in the past, you do not need to set-up AMS
credentials. You can only have one credential set-up at a time, network credentials or AMS credentials.

Q: I do not remember my network credentials, what should | do?
A: Network credentials are the same credentials used to access your computer. Please contact your OpDiv IT
helpdesk for questions related to your network credentials.

Q: | do not remember my AMS username or password, what should | do?
A: Help with your AMS username or password is available on the AMS login page. Select either Forgot AMS
Username or Forgot AMS Password to retrieve the information or reset your password.
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Q: | followed the AMS User Guide to Log in. Why don’t | see a link to the eOPF?
A: When logging into AMS directly, you will not see a link to the eOPF until May 15th.

Q: Will I be able to access my eOPF on a personal computer and mobile device?
A: For users who register a mobile device to use the One-Time Password feature, yes. Reference the How to
Register Your Mobile Device for One-Time Password (OTP) job-aid.

Q: Will the CCMIS Officer Secure Area change? Will it be easy to find and navigate in the AMS?

A: Over the next few weeks, CCHQ will send more information on the CCMIS Officer Secure Area transition to
the AMS. For now, please ensure you can access the AMS with your PIV or CAC card. Also, familiarize
yourself with the AMS job aids and your AMS login options.

If you do not have access to an ID Card Office, IT help desk, or IT Security office, contact your supervisor AND
Commissioned Corps Agency Liaison.

If you have questions or you have trouble with AMS registration, please email the Commissioned Corps Help
Desk at: CCHelpdesk@hhs.gov with “AMS” in the subject line.
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